Virtual Desktops NMOOGCG

Section 1HTML5 VPN Portal

Requirements

To use the Virtual-Desktops we need:
e Mobilephone Android/iOS/BB
e App: Google Authenticator
e Computer with Internet

Steps

1. open the link in a browser (Firefox / Chrome work best — [E sometimes has problems)
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2. During the first login the given password is required — after authenticating, the setup
page for Google Authenticator (GA) is being displayed (see screenshot below).
Create and entry by scanning the QR code below within Google Authenticator on
your phone. The app will then generate a new passcode every 30 seconds. Once you
click the “Proceed with login” button you will see the login prompt once again - this
happens only during initial login. Enter username and fixed piece of the password,
directly followed by the passcode displayed in Google Authenticator.

The Details link helps you to install Google Authenticator and shows token information
in plain text.
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Configuration for your OTP Software Token

To enter the User Portal you have to authenticate with an One Time Password. Scan the QR code below with Google Authenticator on
your phone. The app will then generate a new passcode every 30 seconds. From then on, your password, directly followed by the
passcode displayed, is the one-time password you have to enter to login. The Details link helps you to install Google Authenticator and
shows token information in plain text

Proceed with login €

3. Now we can login with the Credentials:

a.
b.

Username: mooguser01
Password: passwordTOKENID (example: ,,p'asw0rd239548* )

4. Once you have successfully logged into the portal you have several options (see

below)
a.

b.
C.

o

OTP Token, gives you the barcode again to setup the Google Authenticator
app

Remote access — provides links to download the VPN client

HTML 5 VPN Portal — provides a link to the Webversion of the access to the
virtual desktop

Change password - here you can change the fixed part of the password
Logout - logout here once you finished your vdesk session



5. Open Tab ,,HTML5 VPN Portal* and click ,,Connect* — then you will be prompted for
the credentials to login to the vdesk.

SOPHOS L Moog Testuser 01(moogtestuser0 @levigo.de) -:::-

Welcome | OTP Token | Remote Access | HTMLS VPN Portal | Change password | Log out

Connections

[ moog vdesko1 Connect
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Once logged on to the desktop you will find your applications to connect to the resources
that you need within the Moog network — note: the access to the Moog network is
dependent on the access that has been requested / granted - please contact your Moog
contact if you have questions regarding this. You can always contact the Moog IG helpdesk
if you have any questions or problems. +49 7031 622 4444



Section 2 VPN client - Remote Access VPN

Requirements

To use the Virtual-Desktops we need:
e Windows PC / Linux / OSX (Tunnelblick)
e Mobile-App: Google Authenticator
e Internet

Steps

1. open the link in a browser (Firefox / Chrome work best — IE sometimes has problems)
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2. During the first login the given password is required — after authenticating, the setup
page for Google Authenticator (GA) is being displayed (see screenshot below).
Create and entry by scanning the QR code below within Google Authenticator on
your phone. The app will then generate a new passcode every 30 seconds. Once you
click the “Proceed with login” button you will see the login prompt once again - this
happens only during initial login. Enter username and fixed piece of the password,
directly followed by the passcode displayed in Google Authenticator.

The Details link helps you to install Google Authenticator and shows token information
in plain text.
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Configuration for your OTP Software Token

To enter the User Portal you have to authenticate with an One Time Password. Scan the QR code below with Google Authenticator on
your phone. The app will then generate a new passcode every 30 seconds. From then on, your password, directly followed by the
passcode displayed, is the one-time password you have to enter to login. The Details link helps you to install Google Authenticator and
shows token information in plain text

Proceed with login €3

3. Now we can login with the Credentials:
a. Username: mooguser01
b. Password: passwordTOKENID (example: ,,plasw0rd239548“ )



4. Open Tab ,Remote Access” and click ,,Download (on the top)* for a new Windows
Remote Access installation.

SO p H os A Moog Testuser 01 (moogtestuser)1@levigo.de) '::}

Welcome | OTP Token | Remote Access | HTMLS VPN Portal | Change password | Log out

SSL VPN Q

Click here to download a complete installation package including

client software, keys and automatic configuration for Windows XP / Download
Vigta / 7/ 8.

Click here to download an installation file which updates all keys D —
and configuration on your system, without re-insialling the client Ty Oel
sofiware (Windows XP / Vista / T/ B).

Click here to download a ZIP archive which contains all necessary G
files to set up SSL VPN on Linux, MacOS X, BSD or Solaris. Downioa
Click here to install the S5L VPN configuration on your Android™ Install

or i03™ device. The client sofiware is available for download on
Google Play or the App Store.

After download and install the software ,,double-click® on traffic light to connect.
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6. Enter username and password (fixed part and variable part from GA)

7. Once the VPN connection was established successfully you can connect with remote
desktop (mstsc) to the destination machine. Login with the credentials provided for
this — these are other credentials that have been used for the VPN login.

8. Once logged on to the desktop you will find your applications to connect to the
resources that you need within the Moog network — note: the access to the Moog
network is dependent on the access that has been requested / granted - please
contact your Moog contact if you have questions regarding this. You can always
contact the Moog IG helpdesk if you have any questions or problems. +49 7031 622
4444



